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MESSAGE FROM THE PRESIDENT OF SITRONICS GROUP
Dear colleagues,
Digital technology has long been an integral aspect of contemporary life. It relieves us from stale
routine and makes our lives more mobile, comfortable and dynamic.
The value of our business is to help our customers solve everyday business issues efficiently by
facilitating and speeding up processes, enabling them to look to the future with confidence. Thanks to
our strong technical competences, we combine the resources of the IT services market to create and
implement solutions (technologies, automation systems, communication networks, software
applications) that are in demand today, as well as identify the needs of society over the longer term.
SITRONICS Group is one of Russia’s largest IT companies. We create comprehensive solutions
for the digital transformation of governments and businesses – from development to implementation
and integration. Moreover, our Group of Companies is taking significant steps in the area of import
substitution. We have launched the production of domestic IT equipment and we develop Russian
software and smart solutions for various sectors of the economy.
Digitalization of industry, maritime transport, as well as the social sector is an important focus of
our activity. We participate in the development of smart cities and create intelligent systems for
managing urban infrastructure and maritime navigation, thereby addressing important challenges
associated with the improvement of transport safety onshore and offshore, as well as raising the quality
of living and the environment.
The industry we operate in is constantly evolving and new challenges are ever emerging: complex
tasks in customers’ requirements, fiercer competition and the technology race. In order to keep up with
these challenges and stay ahead of the market, we need to be flexible and responsive. At the same
time, our principles of pursuing fair business practices shall remain the same despite the ongoing
changes!
Today, various representatives of the business community pay much attention to the running of
fair and responsible businesses. We intend to implement and strictly adhere to internationally
recognized standards and best practices of professional ethics and business conduct. It is important
for us to maintain a sustainable supply chain. We must not forget that we are jointly responsible for the
reputation of our business partners, our shareholders and the IT industry as a whole!
Our Code of Conduct and Business Ethics, which is the most important document within the work
of each of us, will help us maintain the reputation of a trustworthy partner and a responsible company.
The Code sets forth the standards and principles of conduct of SITRONICS Group in relation to all
persons with whom we interact and on whom we exert influence. All senior officers and employees of
SITRONICS Group, members of the Board of Directors, employees of our subsidiaries, including nonstaff and temporary workers, as well as our partners shall be acquainted with the provisions of the
Code and obey them. A crucial and fundamental principle of our activity is zero tolerance to corruption!
Please learn the contents of the Code and follow its provisions so that you always make the right
choices!
Nikolay Pozhidaev

3

Code of Conduct and Business Ethics
of SITRONICS Group
Page 4 of 24

ABOUT OUR CODE
SITRONICS Group comprises SITRONICS JSC and its subsidiaries. Each entity within the
Group of Companies shall adopt this Code in accordance with its internal regulatory procedures
and shall be guided by its provisions. The term “the company” applied to SITRONICS Group refers
to every legal entity being part of the Group.
“When fairness dominates, an honest word is
enough, but when it lacks, an oath is useless”.
Guillaume T. Raynal
We are entering the market and positioning ourselves as a high-tech company, which is
reflected in the elements of our brand:
Product: IT solutions under the SITRONICS brand meet the market needs optimally. We
develop the best solutions for your business.
Technology: We use the most advanced technology to create IT solutions at any level.
Daily innovations ensure the best results.
People: The DNA of the SITRONICS brand is a community of enthusiastic and progressive
professionals who move forward every day.
Passion: We appreciate tackling difficult tasks. We are driven by passion, love for what we
do and a desire to make a contribution to IT history.
Professionalism: Our team is made up of professionals we are proud of and whose ideas
we endeavour to implement.
We strive to ensure that our brand is also associated with a company that is trusted in the IT
world, and is the synonym of a reliable and responsible market player.
Trustworthiness and responsibility are key criteria when making a decision as to whether to do
business with a company.




Trustworthiness is the confidence of external market players and the (business/local)
community in that we are accountable to our counterparties for all our actions and
conduct.
Responsibility means sharing and promoting commonly-accepted ethical standards in
business, which are the same all over the world, and adhering to them: fair treatment of
employees and a decent working environment, fair behaviour towards competitors and
partners, acting in the public interest and complying with the legislation.
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In order to safeguard and maintain its reputation, SITRONICS Group enshrines the principles
of compliance and business ethics into its activity in this Code.
Trust
It is not possible to be successful in the long term by focusing solely on financial results. Trust
must lie at the core of our company’s activities – it is the basis for long-term relationships with
customers, partners and employees. Only by trusting each other and creating a culture of trust
both within the company and externally can we develop and move forward.
Integrity
Integrity and transparency in our activities is the basis for maintaining trust in the company.
We do not tolerate fraud in our activities but carry out our duties honestly and are accountable for
the results we achieve.
Openness
We are committed to cooperation, both with external partners and among our colleagues. The
company promotes ease of communication, direct dialogue and clarification of any uncomfortable
issues. Our Code is a public appeal to our employees and company representatives, as well as to
all stakeholders, in which we state our approach to work.
Responsibility
Every action we undertake entails consequences for ourselves, our colleagues and the
company as a whole. We take the responsibility on ourselves, for what happens around us, and
for the overall result of our combined actions. A conscious approach to any emerging issue helps
us maintain a good business reputation and be confident in ourselves and our company.
Soundness
Policies and regulations determine procedures and rules of conduct in order to prevent abuse,
dishonest or criminal acts, as well as to protect the interests of all parties concerned. Sometimes,
however, formal routines might complicate processes, hindering the effectiveness of decisions and
the achievement of results. In order to make the right choice, we should:
 look at each situation reasonably and consider whether our actions are expedient and
appropriate in the given circumstances;
 assess the fairness of our decisions in relation to all parties concerned and to be guided
by standards of morality;
 make sure that our actions are admissible and do not contradict the legislation.
Only by being confident in all the points listed above can we be sure that we are making the
optimal decision for our company and the people around us.
Fair practice
Fair practice is our approach to work that combines all of the above principles – it is about
making the right choice, taking responsibility for every task, solving effectively the task at hand,
fulfilling our commitments with integrity and being aware of our actions. This is the most important
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principle of our work, behaviour and compliance!
The Code of Conduct and Business Ethics (hereinafter, the Code) is a guide for our actions
so that we do not harm ourselves, our partners, shareholders and all those who have an interest
in the development of our company, with whom we enter into business relationships and on whom
we may have an impact through our activity. For each of them, the Code plays an important role.
Being guided by the provisions of the Code:
owners and shareholders have confidence in the transparency of the company’s operations,
compliance with antitrust and anti-corruption laws, development of an ethical corporate culture
and appreciation of the interests of all of the company’s stakeholders;
customers are able to assess our reputation and our approach to business and make sure that
we maintain the standards of responsible business practice;
managers and employees will be aware of their mutual responsibilities towards each other and
understand exactly what behaviour the company expects from them in terms of ethics and
compliance. Managers and employees will also be provided with information on how to behave
in situations that involve violation of law or corporate ethics;
partners and suppliers can be assured that we appreciate cooperation and do everything we
can to maintain long-term relationships and productive joint activity. We respect the policies of
our partner companies and act in accordance with their compliance requirements;
government agencies can be confident that our activities are lawful and transparent.

The Code helps us:
 follow the principles we rely on so that to ensure the good reputation of our brand;
 protect the interests of the company and SITRONICS Group, and safeguard the
interests of all those associated with our activity;
 maintain sustainable business relationships with partners, customers and any market
players;
 comply with the requirements of applicable law, as well as obligations to our
colleagues and external counterparties.

The company’s internal regulations shall not contradict the principles of the Code, aggravate
the conditions of employees or others, infringe their rights or impose any restrictions inconsistent
with the law.
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About responsibility
The Code is based on legal requirements and standards of fair business practice. Failure to
comply with the provisions of the Code may lead to disciplinary action against employees, which
may result in dismissal; an internal investigation may be initiated against an employee or company
representative; and facts confirming that an employee or a company representative has committed
a disciplinary offence resulting in a crime or other illegal acts may be passed on to law enforcement
authorities.
WHAT RULES OF CONDUCT ARE IN PLACE AT SITRONICS GROUP
Behaviour and respect
Employees are a team of professionals who make up the DNA of our brand. We pursue an
unbiased and impartial approach to choosing our colleagues, by assessing their experience,
competences and expertise required to achieve our tasks and mission.
Every candidate for a vacant position has equal rights and opportunities, winning in fair
competition in accordance with the established selection procedure.
We do not tolerate any restrictions on employment based on personal features, such as
gender, race, colour, disability, age, sexual orientation, nationality or any other personal
characteristics.
We do not accept this kind of discrimination against our employees. Our behaviour towards
each other shall be based on respect for human rights and individual dignity. Threats, compulsion,
intimidation, insults, taboo language and an elevated tone of voice in dealings with colleagues and
subordinates are not acceptable at SITRONICS Group.
We shall also remember that each of us is responsible for the reputation of the company (our
brand) and we shall be careful about what we say in public, in the information space, when
communicating with customers, suppliers, partners or any other persons and shall not use obscene
words.

Employer
About commitments
The value and success of our brand depends on the commitment and engagement of our
colleagues. Some of our products are unique in their type, and the company’s activities involve
people with quite rare and valuable expertise, knowledge and experience. We value employees
who have a proven track record in various areas and who are professionals in their field, constantly
improving their level of knowledge. We are well aware that only a decent and reliable employer
can have highly qualified personnel. Therefore, we commit not only to comply with all legal
requirements in the area of labour law and ensure minimum social security guarantees, but also to
take into account the interests of our colleagues, seek dialogue, compromise on decisions and
maintain flexibility in our relationships, especially to enhance the effectiveness of joint work. The
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reputation of a good employer is as important to us as that of a business partner!
Role of managers
Managers – who are they?
Every manager is responsible for the high reputation of the employer! In our Group of
Companies, we expect every employee who has subordinates to be guided by the principle of
fairness and objectivity in allocating work, assessing, rewarding, promoting and making other
decisions in relation to their subordinates. Regardless of a hierarchical position, every executive
officer shall strive to become an ethical leader, guide their subordinates to act in accordance
with the provisions of our Code, opt in favour of ethical decisions, be open to dialogue with
subordinates when they have doubts and questions about business ethics and compliance,
maintain a culture of business conduct and encourage reporting of unethical actions or alleged
violations.
Role of employees
Employees – who are they?
We expect each of our employees to be actively involved in the company’s activity and to take
responsibility for its interests, take care of its reputation, strive for its success and development,
perceive themselves as part of the SITRONICS community, respect our values and take a sound
approach to all their actions and decisions. We assume that our employees fully comply with
internal regulations, as well as any applicable law.
The company is open to employees’ suggestions and ideas, welcomes initiatives and takes
their opinions into account. We do not ignore the hard work and commitment of our colleagues and
support and develop the professionalism of our personnel in the long term. We count on mutual
loyalty and responsibility to each other – on the part of SITRONICS (the company) as an
employer and its employees.
Conflict of interest
In our company, we trust our employees and believe that every member of the SITRONICS
team is guided by the principles of fair practice, not only in their work, but also in their behaviour
both inside the company and externally.
All our business decisions shall be based on ethical principles, taking into account the
company’s interests. No employee may use their position to derive their own benefit or gain any
preferential treatment.
We shall not act out of our self-interest in the outcome of decisions we make. When you find
yourself in a situation where your personal interest may influence a decision to the detriment of the
company’s interests, it is a conflict of interest.
There are a number of situations that may engender a real conflict of interest for the company,
such as those related to concurrent employment in another entity, recruitment of relatives, business
ownership, having close ties with business partners or government officials and other
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circumstances that require certain restrictions as they may negatively affect the business of
SITRONICS Group. They are separately described in the Regulations on Managing a Conflict of
Interest.
We encourage every employee to avoid circumstances where conflicts of interest may arise.
Conflict of interest situations can be created unintentionally. If you find yourself in such a situation,
or if it is likely to occur, it is your responsibility to report it to the company. We rely on your honesty
and integrity in this matter and encourage you not to hide or conceal conflict of interest situations.
Settling such issues is a generally accepted practice in the world of business/workplace
relationships.
What is a conflict of interest? – It is a situation where you realize that you are making a decision
or acting in your own interest, pursuing personal gain rather than that of the company. If you have
this feeling, contact your colleagues in the Internal Audit Department or the Compliance Division
so as to discuss the situation and eliminate the conflict.

The following is acceptable:
- working with relatives in different departments of the company;
- having another employment, subject to prior agreement with the employer;
- membership in public organizations.
The following is unacceptable:
- being subordinated to a relative and working in the same department as a relative;
- part-time employment or employment of a close relative in an entity that is the company’s
counterparty or competitor.
The company’s resources and assets
We take care of the company’s property and treat its assets with care. Each of us shall not
allow any of the company’s resources to be used improperly or unlawfully. You may not misuse
the company’s monetary funds that you have been provided with for entertainment or travel
expenses. All such expenditure shall comply with the company’s policies and be documented and
reasonably justified. We also encourage you to be careful with any other business resources and
office equipment, to save energy and water, avoid wasteful use of office supplies and keep the
office premises and your workplace neat and tidy. We allow our employees to use the company’s
resources for their personal use, including communication tools, equipment, stationery, etc.
However, such use shall be reasonable and not increase the company’s expenses.
If you become aware of theft, fraud, misuse of property or embezzlement of SITRONICS
Group’s funds, you shall report it in any way, e.g. to your manager, Security Department or via the
hotline.
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May I use mobile communication services that the company provides me with for personal calls?
Yes, you may use the company’s resources for personal purposes in reasonable quantities, as
long as the company’s expenses do not increase.
If the company’s paid mobile communication limit runs out due to personal calls, the company
will deduct the cost of the mobile communication costs that exceed the limit from your
remuneration.
Information security
Any business information you have access to as part of your duties, as well as the results of
your intellectual activity, including information stored in electronic systems, transmitted and
received via e-mail and other communication channels of the company, and via mobile devices
and portable media (memory cards, flash drives, etc.) connected to the company’s computer
equipment, is the property of the company.
To the extent permitted by the law, the company reserves the right to control the use of these
data transmission channels.
We shall carefully and consciously treat the information in our possession, as well as the
transfer and distribution of any data relating to the company’s business so as to prevent the
dissemination of commercial secrets or other confidential information, including leakage of
personal data.
Employees who have access to restricted information shall ensure its protection in accordance
with their employment agreements, the Regulations on Commercial Secrets, the Information
Security Policy, the Regulations on Processing and Protection of Personal Data, as well as other
organizational and administrative documents of SITRONICS Group.
Do not forget that you may have restricted access information that the rest of the company’s
employees do not have access to.
Restricted access information shall not be disclosed verbally. Be careful when communicating
with your relatives, as well as with business partners and competitors. Any comments to mass
media may only be made by authorized representatives of the company. These restrictions also
apply to your social network activity.
We shall not disseminate business information about our customers, partners or other third
parties, if we have access to it in the course of business dealings.
Let us clarify the concepts:
Public information refers to freely distributed information made available on publicly accessible
resources. In particular, this includes materials published in mass media as well as on the
company’s official website by its spokesperson.
Restricted access information refers to information access which is restricted by federal laws in
order to protect the constitutionally established state order and the morality, health, rights and
legitimate interests of others. Confidentiality of information access which is restricted by federal
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laws shall be mandatory. Examples: state secret, personal data, investigative and judicial
secrecy.
Commercially sensitive information refers to information of any nature about the company’s
activity that has actual or potential commercial value because it is not known to third parties, to
which third parties do not have free access. E.g., this may be information on the company’s
strategy, commercial plans, unpublished financial figures or the results of intellectual activity.
The entity itself determines the list of such information. This may include lists of transactions,
information on plans to expand or cut investment, purchases and sales, feasibility studies and
information on the company’s strategy and business plans.
Work information refers to any information that is created, processed and stored within the
company, except for restricted access information. Such information may be published in internal
corporate information systems and distributed by employees as part of their job duties, both
internally and outside the company’s perimeter. Examples: contracts, payment documents, local
regulatory documents of the entity.
About personal data
In protecting the interests of our stakeholders, one of our top priorities is the proper protection
of their personal data.
Personal data refers to any information about an individual by which she/he can be identified.
This information is of a personal and non-public nature; once in our possession, it shall be stored,
processed, transferred and destroyed strictly in accordance with internal procedures and the law,
as leakage through negligence might cause irreparable damage to the subjects of the data and
infringe our reputation.

!

Never leave documents containing personal data in the public domain, do not show them,
do not transfer them to others who should not have access to them, do not forward
photocopies of such documents via messenger or social network, do not keep electronic
copies of such documents on a shared drive, do not throw copies of hardcopy documents
containing personal data in a bin and only destroy them using a shredder.

Imagine if personal information about yourself became available to others or fell into the wrong
hands and could be used to your detriment.
About intellectual property
SITRONICS Group develops and produces ICT1 equipment, software, knowledge-intensive
products, software and hardware suites, technical systems and digital technologies, which
constitute the company’s intellectual property and also pertain to commercial secrets. Our
inventions and developments shall not be disclosed to third parties until they have been applied
1

Information and communication technology
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for registration.
About the rules for working with information
Please remember that data protection first and foremost depends on our actions. Be careful
about forwarding and sharing work information with third parties and respect the rules of safe and
secure data transfers.

!

Never use personal e-mail, social networks or other personal data transfer channels that
are not an official corporate means of communication to forward any work-related
information.

!

Do not leave documents, presentations or other printed information in the public domain on
desks, in printers or in meeting rooms. The company’s internal documents that are not
classified as commercial secrets, e.g. policies, regulations and administrative documents,
shall also be protected from unauthorized access by third parties and handed over in
compliance with security measures.

!

Documents containing commercial secrets and personal data shall be destroyed in a
shredder, if they are not needed.

!

Never share passwords from your personal computers with colleagues or leave them
unlocked.

Leakage of restricted access information may cause serious reputational and material damage to
our company. You shall also be obliged to keep such information confidential, if you leave the
company.
Confidential information
Restricted access information:
Commercial secrets: insider information, results of intellectual
activity, etc.
Personal data

Internal documents of the company

Customer and counterparty information
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HOW DO WE CONDUCT OUR BUSINESS?
Anti-corruption
We believe it is our responsibility to promote an anti-corruption culture in market relationships,
because bribery contradicts not only the laws of the country, but also ethical principles throughout
the world. The company expects all of its partners, intermediaries, customers and counterparties
to comply with mutual commitments to combating corruption and to observe the applicable anticorruption legislation towards third parties. As part of our Anti-Corruption Compliance Program, we
support all appropriate measures aimed at preventing the commission or encouragement of acts
of corruption. Details are set forth in the Regulations on the Anti-Corruption Policy. Our objective
is to teach every employee to identify situations where corruption risks may arise; which actions
constitute bribery or giving a bribe; why such actions are unacceptable and how to behave in such
cases. We try to enhance the awareness of our employees with regard to interaction with
counterparties, so that they pay attention to “red flags” – certain signs that may indicate
involvement in corrupt practices.
A bribe or commercial bribe refers to any advantage, value, opportunity, benefit or service
provided or paid at the company’s expense to a third party that may influence their decision.

What can constitute a bribe and an object of bribery?
Travelling
and
restaurant
Service
s

Gifts

Leisure and
entertainment

Discounts

Promise of
employment

Studies

Charity
contribution

Money

Goods

Shares
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Gifts
We allow exchanges of business gifts and other signs of business hospitality solely as a
symbolic expression of appreciation and respect for our partners and customers. We do not use
gifts to gain favour with any person or to facilitate a transaction or a decision, especially from a
government official, in favour of our business, which is an illegal action. Even if giving a gift is tied
to a traditional event and is not aimed at exerting an undue influence, we do not seek to impress
or surprise the recipient of a gift with its value, as we believe it goes beyond serious business
relationships. On our part, we do not encourage or accept excessive signs of attention from any
potential or current counterparties.
Distribution of symbolic gifts in the form of souvenirs with the company’s logo as part of
promotions or campaigns and invitations to hospitality events is a common business practice. We
welcome meetings and events of a business nature that help build up and maintain good healthy
relationships between business partners consistent with the standards of business ethics.
SITRONICS Group has adopted internal regulations that establish rules and restrictions
concerning gift-giving, standards of entertainment allowance payments and conditions for the
provision of other types of hospitality. Every employee shall be made acquainted with the
provisions of these documents. We are well aware that misuse of gifts and other signs of business
hospitality might compromise the reputation of the company and its employees and cast discredit
on our partners. We also urge our external colleagues to observe generally accepted standards
and principles of soundness when exchanging any kind of courtesies.

A tip concerning gifts:
A high-rank executive from a client company that you closely work with has a son. You want to
congratulate him on this joyous occasion because you are on good terms with him. Is it
acceptable to give him a gift from the company since he is our client?
Even though he is our client, the birth of a child is a personal event, therefore, it is not really
appropriate to congratulate him on behalf of the company. You may congratulate the colleague
and present a gift from yourself.

Rules of good manners:
What shall I do if I am offered an inappropriate gift?
Politely refuse and explain that the company’s policy prohibits you from accepting it. In some
cases, giving or accepting gifts and entertainment may constitute a conflict of interest and
sometimes may be a violation of anti-corruption and other laws. If you are unable to refuse a gift,
consult your manager or a compliance officer.
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Inviting partners, current or potential clients to events or to a restaurant may be perceived as
common business practice or even business etiquette. However, expenses for guests may not
always be acceptable. Before inviting someone at the company’s expense, make sure that the
event meets certain criteria.
When is it possible to invite or accept an invitation?

yes

Is the guest the only person who
makes decisions?

No!

no

yes

Is there an existing
contract or a deal planned
with them?

No!

no

yes

Does the company invite this guest
to events often?

No!

no
no
Is the event related to
a business event?

No!

yes

yes

Can the expenses for the event /
for the guest be perceived as
exaggerative?

No!

no
OK
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Interaction with government and public officials
Interaction with representatives of government agencies is always a focus area, because any
impetuous actions on our part can turn out to be an undue influence on such individuals, or even
cause harm to the company, e.g. because of provision of inaccurate or misleading information.
This is why such interaction shall be clearly regulated in order to avoid possible financial and
reputational risks for the company. Only authorized employees may communicate with regulatory
authorities on behalf of the company. Rendering services to such entities shall always comply with
legal requirements. Business meetings with government officials shall be conducted strictly in
accordance with the business hospitality rules and regulations approved by the company.
We respect our partner companies’ principles and codes of conduct and comply with their
standards when working together, including foreign legislation which they are subject to. When
working with our colleagues from other companies, we often encounter the term “public official”,
which has been introduced by US/foreign law. We need to be well aware of the categories of people
who might fall under this category and also be very careful and cautious in our interactions with
them, being guided by the rules of our partners.

Examples of “public officials”:
 any employees of state authorities, agencies, ministries, administrations – mayors,
ministers, prosecutors, judges, chairpersons of the government;
 candidates for an elected position, e.g. heads of districts and administrative units;
 prominent political figures, party officials – party chairpersons, deputy party
chairpersons, etc., including candidates for political positions;
 employees of budgetary institutions (educational, health care, military, law enforcement,
customs, tax and migration authorities, organizations issuing state licenses, sanctions,
permits, etc.);
 employees of municipal and federal state unitary enterprises (Space Communications
FSUE; Mosfilm Cinema Concern FSUE; Russian State Television and Radio
Broadcasting Company FSUE; Mosgortrans SUE; Moscow Metro SUE);
 an employee of a state-owned corporation, an enterprise with state participation
regardless of the share of ownership (Alrosa JSC; VTB Bank; Aeroflot PJSC, Inter RAO
UES PJSC; Tatneft PJSC);
 family members and close relatives of a public official;
 any employees of a public international organization (UN, WTO, International Olympic
Committee, International Chamber of Commerce).
We always strive to assist public authorities in exercising their functions. The company pursues
a policy of open and honest communication with public authorities and government officials.
However, we refrain from paying any expenses with respect to government officials and their close
relatives, including for transport, accommodation, entertainment, PR campaigns, etc., as well as
from transferring charitable contributions.
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Why is there often an increased focus on interaction with public officials?
... due to their powers, ability to make and influence decisions;
... stringent regulation of interactions with public officials by foreign anti-corruption legislation
of developed countries and serious accountability;
... compliance with the requirements and restrictions imposed on government officials by the
Russian legislation.
In our company, we also pay enhanced attention to public officials, but the anticorruption principles are the same when interacting with any persons.

Interaction with mass media
On a regular basis, SITRONICS Group interacts with mass media on the topic of its activity.
Information for mass media is provided exclusively by the Corporate Communications Department
of SITRONICS JSC.
All enquiries from mass media received by the company are accumulated by the Corporate
Communications Department, which arranges the work associated with responding to mass media
enquiries and giving comments on the published information about SITRONICS Group, as well as
that with holding meetings between mass media representatives and the company’s management.
Members of the Board of Directors, the company’s executive officers and the Corporate
Communications Director may speak on behalf of SITRONICS Group in print and electronic media,
television and radio channels. Other representatives of SITRONICS Group may also be authorized
to communicate with mass media and disclose information about its activity (except for insider
information not disclosed in accordance with the established order) by decision of the company.
Discussion topics and information to be disclosed shall be agreed upon in advance with the
Corporate Communications Department.
The duty of the authorized representatives of SITRONICS Group, as well as of the Corporate
Communications Department is to promptly check the information provided in mass media for its
validity, completeness, relevance, accuracy of wording and compliance with the confidentiality
requirements.
If you are approached directly by mass media requesting information on the company’s activity,
you shall forward them to the company’s spokesperson without transferring any information on
your own.
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How shall you behave if you are approached by journalists at an external event or are asked
a public question about the company’s business or activities that do not fall within your area of
expertise?
Even if you have reliable information and can give an answer, do not do so if you are not
authorized to talk to mass media.
Advise them that you cannot make official comments and suggest they contact our Corporate
Communications Department.
Make sure that you have reported your conversation with mass media to the Corporate
Communications Department and your manager.
Dear colleagues, if you plan to speak at conferences, workshops or any business
events where you will represent SITRONICS Group, please do not forget to agree to your
speech materials with your manager and the Corporate Communications Department in
advance.
Customers
Our clients are not limited to B2B and B2G customers. The circle of end users of our services
or individuals to whom they are extended is much wider. For example, our smart city solutions are
aimed at improving people’s quality of living. Digitalization and automation of production processes
ensure the safety of employees, while developments and achievements in maritime navigation
facilitate a vessel traffic management infrastructure for both the public sector and private
shipowners. In order to gain a foothold in these sectors and maintain a sustainable position we
need to be able to provide relevant, prompt and reliable solutions, gradually making our brand
recognizable both among customers and consumers.
We cannot limit ourselves to a rigid line-up of products and ongoing services, so we monitor
emerging demands as well as identify existing needs in order to think through appropriate
solutions. Such an approach applies to our clients both at the level of a single company or as
regional and federal customers. We are enhancing and developing our competences to remain in
demand.
 We never take a formalistic approach to the needs of our service purchasers and try to
understand their needs before offering them an adequate solution and creating a product.
 We are always as open as possible and are not afraid to say “no”.
 It is important for us not only to get a contract, but also to build up a positive attitude
from our clients towards us, the best indicator of which is their recommendation of us as a
reliable and competent IT supplier.
By promoting and distributing our products and services, we communicate closely and
frequently with our existing and potential customers. When advertising and presenting our
capabilities, we shall neither commit unlawful actions, nor agree to any such offers and
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arrangements on the part of our clients that could secure us a winning bid in advance. When
undertaking government contracts, we shall take a responsible approach to the fulfilment of all
obligations and deadlines, both in terms of delivery and preparation of documents.
Our objective is to offer a quality solution in a timely manner, and we will strive to maintain this
momentum of constant movement and development so as to meet current needs of the market
and service users.
Partners and vendors
A significant portion of our business is based on relationships with partners. We work with
hundreds of vendors. With many of them, we have established long-standing relationships
thanks to their confidence in us as a reliable and trustworthy partner.
In our interactions with counterparties, we strictly adhere to the two rules:
1. We always check new partners before we commence cooperating with them.
2. We always comply with the compliance requirements of our vendors and strive to meet
their compliance standards.
Compliance is only possible when all partners abide by the same rules of the game –
those of responsible business practice.
Remember that our vendors have responsibility for our actions and those of our intermediaries
involved in the sale of their products and services.
In business, we often hear the word “trust” as a synonym of value or foundation of business
relationships. Trust is not achieved by declarative statements and promises alone. In order to
maintain trust, you shall constantly check yourself and your partners, monitor controls, conduct
audits and take training. We do not neglect any necessary measures to ensure that our partners
are confident in us.
We also remain aware of our counterparties’ behaviour. What factors might cause
suspicion?
- Payment details for goods or services are different from those specified in the contract.
- A counterparty offers services that are not listed among the main services on its website.
- A contract does not detail services rendered.
- A counterparty starts offering gifts in an effort to receive orders.
- Any entities withdrew from contracts with a counterparty as a result of their dishonest
behavior.
- A counterparty demands excessive remuneration, which is above the market value, as well
as large discounts or reimbursement of ambiguous costs.

19

Code of Conduct and Business Ethics
of SITRONICS Group
Page 20 of 24

Competitors
The IT industry is a highly competitive domain. It is not an easy thing to maintain leadership
positions, one should constantly analyse the market, study new technology and follow
competitors’ development. Competition supports constant progress and creation of new
achievements in the IT sector. At the same time, it is essential that competition is fair and free.
None of our competitive advantages can be secured through unethical or illegal methods. We
develop an antitrust policy and treat our competitors with respect and do not seek to hinder their
activity. We never talk about our superiority, or speak negatively or critically about their activity in
public.
It is unacceptable to try to obtain information about competitors by encouraging customers,
suppliers or former employees of rival companies to provide confidential information.
It is acceptable to collect information from publicly available documents filed with public
authorities, public speeches of companies’ executive officers and public sources, e.g. annual
and quarterly reports, news articles, publications and press releases.
It is unacceptable to enter into a collusion with competitors or customers, including making
verbal arrangements.
It is acceptable to participate in joint projects in cases where the fulfilment of a customer’s task
requires the competence of several suppliers; to join associations or professional societies in
order to develop and adopt some standards of conduct or quality, to promote the interests of
the industry at the legislative level, or to participate in some public and social projects.
We all need to safeguard information that can affect our competitive edge. Never share
insider information about our business plans, strategic actions, assumed acquisition of
technology and licenses, mergers and acquisitions. Neither disclose information about pricing,
costs and sales volumes, nor discuss it with competitors, suppliers or customers!
If you receive an unethical or anti-trust offer from a third party to gain a competitive
advantage, do not hesitate to refuse it. Make it clear to the counterparty that such methods are
unacceptable in our company.
Reporting
All costs, payments and expenses shall always be made on the basis of duly executed
documents (contracts, invoices and offer letters) and be accurately reflected in accounting
statements. Reporting documents serve as a reflection of all actions and decisions made by the
company. Neither concealment of any expenditure, nor misrepresentation of invoiced payments
is allowed. During an audit, financial documents will confirm the reality of all transactions. Any
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falsification of reporting can expose the company to serious liability. Payment initiators,
processors and supervisors are responsible for preventing improper payments, ensuring the
validity of financial results and combating corporate fraud.
If you are empowered to authorize payments and you have doubts about the purpose of a
payment being made or about any inappropriate expenditure, suspend the payment until all the
circumstances have been clarified. If you realize that any expenditure is being made in breach of
the company’s internal procedures or this Code, make sure to report it via the Unified Hotline.
Making payments in cash is not allowed. All payments shall be made by bank transfers.

WHAT DO WE DO FOR SOCIETY?
In its activity, SITRONICS takes into account the international sustainable development
agenda. The company is guided by the main objective of ensuring economic growth that does not
cause harm to the environment and contributes to solving global social challenges.
SITRONICS Group recognizes and respects the rights and freedoms of its stakeholders
(employees, business partners, vendors, customers and consumers) and assists in their
observance to the maximum extent possible.
Digital projects implemented by the company for governments and businesses are in line with
sustainable development goals. SITRONICS is making active efforts to implement state-of-the-art
technology solutions in strategic sectors of Russia’s economy, shipping traffic and maritime
navigation. Its developments help reduce the human factor in maritime logistics and prevent
accidents and environmental disasters due to the use of autonomous maritime navigation systems.
Being involved in the implementation of a project to develop an electric charging infrastructure for
e-vehicles in the country, the company directly contributes to the improvement of the environmental
situation.
SITRONICS Group enjoys not only the status of a leading player in the high-tech sector, but
also the reputation of a responsible investor in the development of professionals for Russia’s future
digital transformation. The company collaborates with Russian educational institutions to train
professionals in the areas related to the development and implementation of innovative solutions
at various levels of interaction between businesses and regions, the states and the population.
Pursuing an approach to building a digital society in Russia, SITRONICS acts as an expert in
shaping and implementing relevant training programs in this sphere.
HOW DO WE PROTECT OUR CODE?
We rely on our employees in enforcing our Code through their actions and awareness, thereby
protecting it. This means not only observing its provisions, but also watching out for when our
principles are violated or when unlawful acts or behaviours are committed by others.
Unified Hotline
If you become aware of actions that may or do cause financial damage, infringe the reputation
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of the company or SITRONICS Group, encroach on the group’s interests or are unethical in relation
to you or your colleagues personally, you have the opportunity to influence such situations by using
the unified hotline.
Please be aware that the unified hotline is intended to respond to situations that are contrary
to the standards of conduct set forth in our Code and pose a threat of loss to the company, its
shareholders, employees or others. Reports to be checked and, if confirmed, further investigated
concern e.g. misrepresentation of financial and accounting documents, conflict of interest
situations in which persons abuse their position, fraud, acts of corruption, violations of information
security and breaches of ethical principles.

You can always file an application via the unified hotline anonymously. However, in order
to receive a response to your appeal, you shall provide your contact details.
CONTACTS OF THE UNIFIED HOTLINE:
 (anonymously) via e-mail at: report@sitronics.com;
 (anonymously) by a voice message to the automatic responding machine of the
UNIFIED HOTLINE at +7 (495) 739-79-79;
 (anonymously) by a postal letter to the following address: 32 Volgogradsky Ave.,
Bld.31, 109316 Moscow, attention: Director of the Internal Audit Department
(IAD) of SITRONICS JSC, specifying “Personally – UNIFIED HOTLINE”.
If you are afraid that your report will not be considered or have any doubts about the
independence of the investigation, you may also contact the hotline of the shareholder –
Sistema PJSFC at https://sistema.ru/.

The lines are open to all our partners and counterparties.
The company will not take any action against an employee who has decently reported a
potential violation of the Code and will not tolerate dismissal, harassment, discrimination or other
impairment of their situation.
If I have witnessed illegal behaviour, what should I do?
1. Choose one of the three communication channels.
2. Leave a message (anonymously or identifying yourself), stating accurately the facts you
know:
 indicate the alleged violation;
 specify who committed the alleged violation (full name and/or division);
 set out in a simple form the specific facts you know and the relevant details of the alleged
violation, and also attach confirming documents, if available.
3. If you do not indicate your name, provide your contact details for feedback on the results of
the internal review.
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A tip concerning an appeal via the unified hotline
Right

Wrong

Report information
about a manager’s
arbitrary behaviour or
whether they force you
to act in bad faith
under threat of
dismissal

Complain about a
colleague’s poor/slow
work

Describe a specific
case, situation,
fact(s)

Complain about
general, abstract
actions that are not tied
to specific events or
dates

Attach evidence,
information, data

Express personal
evaluative
opinions and
suggestions

Report information
that is directly
relevant to the case

Report knowingly
false/unreasonable
information
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CONCLUDING REMARKS BY SITRONICS GROUP COMPLIANCE HEAD
Ask questions. Learn. Act.
Dear colleagues, the Code contains the “golden rules” of business ethics and conduct
observed by responsible companies all over the world. With our Code, we also make a public
statement that we accept and acknowledge these rules. However, this is not just a document or
a set of rules. The significance of the Code is not just simply that. Perhaps, not all of you may be
faced with situations described in the Code. It is more likely that there are many more situations
that may raise your questions. The significance of the Code is to make you reflect on your actions,
take thought-out decisions or make choices when faced with an ethical dilemma.

In every situation, even if it is not written down in the Code, when we take a decision we
shall make sure that we act:
 Ethically towards our company and stakeholders;
 Lawfully;
 Without violating the rules established in the company;
 In the interests of the company;
 Without inflicting damage to our reputation;
 Legitimately;
 And that we will not be ashamed if others learn about our actions.
This is how we shall protect our Code – by preserving its value and acting in accordance
with its principles and provisions!
Please remember that each of us acts on behalf of our company being part of SITRONICS
Group, and inappropriate actions may be perceived as mistakes made not only by you, but by
the company as a whole. Be attentive but proactive.
Ask questions.
Learn the rules.
Act responsibly.
If you have any doubts or are not confident about anything you have done, please do not
hesitate to consult your manager or turn to a representative of the Compliance Department. Do
not be afraid to learn and to take responsible decisions.
Svetlana Snezhko,
SITRONICS Group Compliance Head

24

